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OEM Criteria
	· Proposed solution should have  ISO 9001:2015 certification 
· OEM should have  24*7*365 via email, phone and remote assistance with support centre in India 
· Appliance should be  Make In India products .Preference shall be given to Class 1 local supplier as defined in public procurement (Preference to Make in India)
	
	

	
	
	
	

	




GENERAL
	· Must have a 64-bit hardware platform & based on Multi-Core Architecture with Optimization for excellent throughput for all your key processes.
· The Proposed solution should have option for visibility into encrypted traffic flows, support for TLS 1.3 without downgrading the performance.
· The device should be having security functions like Firewall, VPN (IPsec Site to Site &SSL Client VPN), Gateway level antivirus, Category based web and application filtering, Intrusion prevention system, Traffic shaping, DoS/DDoS.
· Solution should offer with Central management solution with option to manage multiple firewalls from day one.
· Multiple WAN link balancing multiple Internet connections, auto-link health check, automatic failover, automatic and weighted balancing, and granular multipath rules, should support more than two ISP.
	
	

	
	
	
	

	INTERFACE AND CONNECTIVITY
	· Firewall must be supplied with minimum 8 nos. of 10/100/1000 GbE copper and 1 GbE SFP ports

	
	

	
	
	
	

	






TECHNICAL
	· Support a minimum of 1024 VLANs.
· Built in storage capacity of integrated Minimum 50 GB for Logs and reports
· The Proposed solution should have Min 2GB of RAM/Memory or higher to handle network traffic volumes.
· Should have option for LAN bypass in case hardware fails network should pass without interruption.
· Firewall should block attacks such as DoS, IP/ ICMP/ TCP-related.
· Encryption support of AES 128-256 bit, 3DES 56-168 bit.
· Proposed solution should have authentication agents for client OS platform
· Supporting on Windows, MAC, Linux, mobile devices platforms. May also support clientless authentication
· Local, Active Directory, LDAP Server, RADIUS, TACACS+, eDirectory and Kerberos authentication methods.
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PERFORMANCE
	· Firewall must support at least   6,000,000  concurrent connections.
· Firewall must support at least 70,000new sessions per second processing.
· Firewall should support up to 4 Gbps of Firewall IMIX throughput.
· Firewall should support integrated IPS throughputs of minimum 3 Gbps.
· Firewall should have a minimum Firewall throughput of 7 Gbps.
· Firewall should have a minimum Threat Protection throughput 800 Mbps.
· Firewall should support the standard Layer 3 mode of configuration with Interface IPs. It should be possible to protect the firewall
· policies from being compromised.
· Firewall must provide filtering capability that includes parameters like source
· addresses, destination addresses, source and destination port numbers, protocol type.
· Firewall should be able to filter traffic even if the packets are fragmented.
· All known internet-based applications should be supported for filtering; like Telnet, FTP, SMTP, HTTP, DNS, ICM P, DHCP, ARP, etc.
· Firewall should support SSL inspection over HTTPS
· Firewall should support CLI and GUI based access to the firewall modules.
· FIREWALL LOGGING, STATISTICS AND REPORTING
· Firewall logs must contain information about the firewall policy rule that triggered the log.
· Firewall must provide at a minimum basic statistic about the health of the firewall and the amount of traffic traversing the firewall.
· Firewall should have support to log (in detail) all connections which are blocked or pass through the firewall.
· Firewall should have support to generate performance statistics on real-time basis.
· Firewall should have the capability to produce report s which measure usage.
· Firewall should have application-based and user-based logs.

	
	

	
	
	
	

	





URL FILTERING
	· Firewall should support minimum of at least 70+ predefined categories.
· Should have flexibility to create network, user, Web and app-based traffic shaping (QoS) policy.
· Blacklist and White listing based on IPs and URLs.
· Exceptions based on network objects defined.
· Notification of custom messages or URL redirection.
· INTRUSION PREVENTION
· IPS should protect for 5000+ Signatures database.
· Firewall should block attacks such as DoS- SYN, IP/ICMP/TCP/UDP related attacks.
· Solution should have IPS deep packet inspection engine with an option to select
· IPS patterns which cab ne applied firewall rule for better protection and should have option to create custom signature
· Firewall should block attacks such as DNS cache poisoning, FTP bounce, improper commands.
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Security
	· Protects HTTP, HTTPS, FTP, POP3, POP3S, IMAP, IMAPS, SMTPS and SMTP.
· Pattern-based spyware blocking at the gateway.
· Centralized, daily updates, automatic and manual updates or offline update.
· Advance Threat Protection should have Inst ant identification and immediate
· response to today's most sophisticated attacks. Multi -layered protection identifies threats instantly
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	APPLICATION CONTROL
	· Firewall should have feature to identify, allow, block or limit usage of applications beyond ports and protocols.
· Firewall should provide protection against Block potentially unwanted Applications
· Application signature database of 3000+ Applications for Application Control
	
	

	
	
	
	

	



API Support
	· The solution Should support API for 3rd party integration
· The API has option to add, update, or delete configurations.
· The API should have option to add or update policies for IPS, Web filter, Application filter
· The solution API should have option to Manage physical interfaces and view Port wise Network and Zone details
· The Solution API should have option to update Gateway details. routes traffic between networks.
· The Solution API should have option to add or delete route.

	
	

	
	
	
	

	Central Management and Reporting
	· The Central Management Solution should support manage all Firewall policies and configuration from a single console
· The Central Management solution should have option to manage backup, schedule Firmware update for any date/time

	
	

	
	
	
	

	
License
	· Five Year Subscription license for Firewall, Advanced Threat Protection (ATP), Prevention System (IPS), Anti-malware, Zero day threat protection  , Web and App visibility, control, and protection, 24x7 support, security and software updates, adv. exchange warranty for the period of licenses. License period will be counted after activation.
	
	

	MAF
	· Manufacturing authorization certificate valid for this specific enquiry should be enclosed.
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